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 Access control in IoT refers to controlling who has access to certain devices or networks 
within the Internet of Things. This is important for ensuring the security and privacy of the 
data and systems within the IoT. Access control can be implemented through user 
authentication, permission-based access, encryption, and network segmentation. It is 
essential to consider IoT access control measures carefully to ensure data and systems 
security and privacy. Access control measures must be tailored to the particular 
environment, device, and data within the IoT to provide adequate protection. Furthermore, 
access control measures must be regularly monitored and tested to ensure that they remain 
effective and up-to-date. Regular monitoring and testing of access control measures in the 
IoT is essential, as threats and vulnerabilities are constantly evolving. As such, the 
implementation of effective access control measures in the IoT can provide a significant 
layer of security and privacy for data and systems. Given the significance of security and 
privacy in IoT devices, we propose a methodology that addresses all aspects of security and 
privacy in this study. This study aims to propose a methodology that addresses all aspects 
of security and privacy in IoT devices, specifically related to access control measures. This 
study will provide important guidelines for researchers and security solution providers 
working on IoTs, such as identifying, designing, testing, and deploying an access control 
system, particularly with the help of blockchain technology. The proposed methodology 
consists of seven phases. The contribution of this study is to provide a significant layer of 
security and privacy for data and systems within the IoT by implementing effective access 
control measures. By implementing this methodology, we hope to achieve secure and 
efficient access control solutions for a wide range of IoT applications. 
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1. Introduction 
 

The Internet of Things (IoT) is a ubiquitous concept in which 
diverse items in the environment communicate and collaborate 
through wired and wireless connections to share services and 
accomplish shared objectives [1]. Making the world smart 
enough to enable the emergence of more intelligent 
transportation, energy, healthcare, and other spheres of life is the 
goal of the IoT [2]. The IoT's primary goal is connecting objects 
with any other objects at any time and place. 
  
To achieve this, IoT technology provides end-to-end digital 
communication between physical devices, empowering them 
with the ability to sense and interact with their surroundings [3]. 
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The ability of IoT devices to interact with their environment is a 
critical aspect of the technology, providing for the creation of 
"smart cities," in which objects have a wide range of applications, 
including energy efficiency, public safety, improved healthcare, 
and more [5]. 
 
By linking physical and virtual items, the IoT's global network 
architecture allows for data transmission features such as 
autonomous data collection, event transfer, network connection, 
and interoperability [5]. IoT device accessibility and connection 
have expanded, making them more vulnerable to security risks 
such as spoofing, tempering, repudiation, confidentiality, and 
user privacy [6]. Users' privacy options include query privacy and 
location privacy. The mining of private data is related to privacy 
queries. Location privacy is safeguarding a user's sensitive 
information, including their home address, behavior, health state, 
and other sensitive information [7]. It is concerning that IoT 
devices are easily accessible and provide a means for users' 
private data to be accessed and mined without their knowledge or 
consent. With the introduction of IoT devices, protecting a user's 
privacy is more important than ever.  
 
IoT devices include a GPS system built-in for placing location 
data. If the user wants to know where they are, they may ask for 
location-based services (LBS) [8]. The search might be for the 
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closest restaurant, hospital, park, or other exciting spots. The 
user's location and identity are included in the inquiry. Utilising 
LBS services is convenient, however, there are privacy risk 
problems that arise. An adversary might simply connect the user's 
identity and location based on the information supplied in order 
to get further private information. When obtaining and 
disseminating information, security and privacy are crucial 
factors to take into account. This data and information must be 
protected against unauthorized and unlawful access. The IoT 
gadgets we use in our homes, businesses, streets, and buildings 
continually transfer information to one another and to the Internet 
[9]. Sensitive information about an individual is included in the 
data shared. This data may be exposed, which would pose a major 
privacy risk. However, it's crucial to preserve device users' 
privacy by not disclosing their location. Three general 
approaches may be used to secure location privacy [10]. The first 
technique uses location anonymisation based on temporal and 
spatial clocking to protect the user's actual position. The second 
idea under consideration is location obfuscation, a method for 
protecting user privacy that involves slightly blurring or 
introducing noise to the user's real position. The third approach 
is focused on private information retrieval (PIR), which is 
currently difficult to use in practical situations. 
 
New technologies such as blockchain and strong encryption 
could be used to help protect user data, ensuring that a user's 
private information is not accessed without their consent. These 
new technologies, while still in their infancy, have the potential 
to provide a secure and reliable means of protecting a user's 
privacy. However, a lot of work still needs to be done to ensure 
that these new technologies effectively protect users' privacy.  
The paper is organized as follows: Section 2 discusses the 
importance of access control. Section 3 details the role of 
blockchain in maintaining privacy in the Internet of Things. 
Section 4 provides related work and identifies research gaps. In 
section 5, the methodology is proposed. Finally, section 6 
concludes the work. 
 
2. Importance of Access Control 
 
Access control is the selective restriction of access to a place or 
other resource. The purpose of access control is security, whether 
it is physical security, computer security, or information security 
[11]. Access control systems can be used to restrict entrance to a 
building or specific areas within a building and grant access to 
authorized individuals [12]. There are several types of access 
control systems, each with its own advantages and disadvantages. 
The most common type of access control system is the electronic 
key card system. This system uses cards with encoded magnetic 
strips or chips that must be presented in order to gain entry. The 
advantage of this system is that it is relatively cheap and easy to 
maintain. The disadvantage is that unauthorised individuals can 
use lost or stolen cards to gain entry. Another type of access 
control system is the biometric system. This system uses physical 
characteristics such as fingerprints, handprints, or iris scans to 
identify authorised individuals [14]. The advantage of this system 
is that it is very difficult for unauthorised individuals to gain 
access; however, the disadvantage is that it can be expensive to 
implement and maintain. The final type of access control system 
is the token-based system. This system requires users to possess 
a physical token, such as a key or badge, in order to gain entry. 
The advantage of this system is that it provides good security; 
however, the disadvantage is that unauthorised individuals can 
use lost or stolen tokens to gain entry. 

There are three main types of access control systems: physical, 
logical, and administrative. 

1. Physical access control systems restrict physical access to a 
facility or equipment. Physical access can be controlled through 

the use of security devices such as locks, keys, biometrics, and 
security guards. 

2. Logical access control systems restrict logical access to 
computer systems and information. Logical access can be 
controlled through the use of passwords, user IDs, firewalls, and 
encryption.  

3. Administrative access control systems restrict administrative 
access to facilities, equipment, and information. Administrative 
access can be controlled through the use of policies and 
procedures, job descriptions, security clearances, and security 
training. 

Access Control in IOT is a security measure that allows 
organizations to control the flow of data and prevent 
unauthorized access to their IoT devices. It allows an 
organization to limit who has access to its connected devices 
while also providing visibility into who is accessing the device, 
when they are accessing it, and what they are doing with it [14]. 
Implementing an effective access control policy can help mitigate 
risks associated with malicious external actors or rogue internal 
users accessing private data or modifying system settings and 
help maintain compliance with data privacy regulations such as 
The Global Data Protection Regulation (GDPR) and California 
Consumer Privacy Act (CCPA) [15]. An effective access control 
policy for IoT devices is an essential security measure that should 
not be overlooked. 

2.1. How to choose the right access control system 

Access control is a security technique that can be used to regulate 
who or what can view or use resources in a computing 
environment. Having an access control system in place is 
important as it can help prevent unauthorised access and data 
breaches [16]. There are different types of access control systems, 
and the one that is right for your business will depend on your 
specific needs and requirements. When choosing an access 
control system, there are a few things you should keep in mind. 

2.2. The type of business you have  

The access control system you choose should be appropriate for 
your size and business. A simple password-protection system 
might suffice if the business is of a small size. However, a larger 
business with sensitive data will need a more robust system [17]. 

2.3. Budget for access control 

Access control systems can vary greatly in price, so setting a 
budget before beginning your search is important. In contrast, the 
most expensive option is not necessarily the best for business 
[18]. 

2.4.  Security requirements 

Assess the security needs before choosing an access control 
system. What kind of data do you need to protect? How many 
users will need access to the system? What level of security do 
you require? Once you know the answers to these questions, you 
can narrow down your choices and select the best system for your 
business [19]. 

3. Role of Blockchain in Maintaining Privacy in the Internet 
of Things 
 
We live in an age where data is becoming increasingly valuable. 
As technology advances and the number of connected devices 
increases, the amount of data being generated is growing 
exponentially. With this growth, however, comes an ever-
increasing threat to our privacy. Data security and privacy 



   
                     Mohammed Al Qurashi / Al-Baha University Journal of Basic and Applied Sciences 7 (2) (2023) 9-15                11 

 
protection have become major concerns in recent years, 
particularly with the emergence of the IoT. Fortunately, 
blockchain technology has emerged as a viable solution for 
making sure our data remains secure.  
 

In the IoT, blockchain can play a role in maintaining privacy in a 
number of ways. For example, blockchain can be used to 
decentralize data storage, which would make it more difficult for 
hackers to access sensitive data [20]. Additionally, blockchain 
can be used to create tamper-proof records of data, which would 
help to ensure that data is not altered or deleted without 
authorization. Finally, blockchain can be used for anonymous 
communication between devices, which would help to prevent 
eavesdropping and other forms of surveillance. Blockchain has 
the potential to play a major role in ensuring privacy in the IoT. 
By creating a decentralized ledger of data, blockchain can help to 
provide transparency and accountability in the way data is 
collected and used. [21] Additionally, blockchain can help ensure 
that data is only accessed by those authorized to do so. This could 
potentially prevent data breaches and protect the privacy of 
individuals and businesses alike. By creating a decentralized and 
encrypted ledger, blockchain can provide high security and 
privacy for data transfers. In addition, blockchain can help to 
ensure the authenticity of data, as each block in the chain contains 
a timestamp and signature that can be verified [22]. Blockchain 
technology can thus help to create a more secure and private IoT, 
where data is protected from tampering or theft. This could have 
wide-ranging implications for industries such as healthcare, 
finance, and smart cities, which are all increasingly relying on 
interconnected devices [23]. 
 
4. Related Work 

A new framework for IoT access control is proposed by [24] and 
is based on blockchain technology. Authors in the study [25] 
provide a novel approach to access management in the IoT based 
on the emerging "Block Chain" technology, which aids users in 
accessing or managing their data. Machine learning and deep 
learning algorithms must be used to handle the massive amounts 
of raw data generated by sensors. This will enable the creation of 
an intelligent knowledge base that will enable the provision of 
the necessary solutions as and when they are needed [26]. The 
study addresses the drawbacks of the centralized approach to IoT 
security and suggests the blockchain method as a successful 
distributed solution to provide security and privacy to IoT 
devices in the future. In order to ensure precise access control 
functions for IoT devices with a strong guarantee of anonymity 
for IoT end users, FairAccess and PPDAC, a lightweight and 
privacy-preserving access control framework built on emerging 
blockchain technology, primarily the permissionless and public 
type, is introduced in this direction [27]. Authors [28] examine 
the security and privacy concerns in the 5G-VANET with SDN 
enabled in the transportation system and the vehicular IoT 
environment. A common issue with blockchain-based trading 
strategies is privacy disclosure. Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) is the primary approach to 
rebuilding the transaction model to address this issue [29]. Smart 
contracts, the differential private stochastic gradient descent 
technique, and system architecture and design are all 
implemented by [30]. To achieve the aim of secure storage and 
exchange of medical data, authors in [31] present a whole 
medical information system model based on blockchain 
technology. Authors in study [32] suggest a blockchain-based 
access control scheme called BacS for Distributed IoT. The usual 
approach, in which third parties obtain and manage enormous 

quantities of patients' Healthcare data, is called into question by 
the increasing rise in reported incidences of security and 
surveillance breaches endangering patients' privacy. Authors in 
the study [33], use blockchain technology to address the 
aforementioned problems. 
 

Based on the related work, the research gap in IoT access control 
and security lies in developing a robust and privacy-preserving 
access control framework using blockchain technology. There is 
also a need to explore the potential of machine learning and deep 
learning algorithms for handling the massive amount of raw data 
generated by IoT devices. Furthermore, there is a need to address 
privacy and security concerns in emerging technologies such as 
5G-VANET and vehicular IoT environments. The need for 
secure storage and exchange of medical data is also highlighted. 
There is a need to develop more blockchain-based access control 
schemes to ensure the security and privacy of data in distributed 
IoT environments. 
 

5. Proposed Methodology 

Fig. 1 presents a detailed methodology outlining the steps in 
creating a blockchain-based access control model designed to 
safeguard privacy in the IoT ecosystem. 
 

 

Fig. 1. Methodology for Access Control Model for Preserving 
Privacy in the IoT. 

 
5.1. Identify 
 

Identify the privacy risks and challenges that exist in the IoT 
and how they can be addressed through an access control 
model. There are several privacy risks and challenges that exist 
in the IoT that can be addressed through an access control 
model. 
 
5.1.1. Data collection 
 
 

The IoT involves the collection of large amounts of data from a 
variety of devices and sources, which can raise privacy concerns 
if the data is not properly protected. An access control model 
can help to regulate and restrict access to this data, ensuring that 
it is only collected and used for authorised purposes. 
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5.1.2.  Data storage and retention 
 

The data collected in the IoT is often stored in centralised 
databases or cloud systems, which can create risks if the data is 
not properly secured. An access control model can help to ensure 
that the data is only stored for as long as necessary and that access 
to the data is strictly controlled. 
 
5.1.3. Data sharing 
 

The data collected in the IoT is often shared with third parties, 
such as service providers or analytics firms. An access control 
model can help regulate and monitor this data's sharing, ensuring 
that it is only shared with authorised parties and for authorised 
purposes. 
 
5.1.4. Data security 
 

The data collected in the IoT is often vulnerable to security 
threats, such as hacking or data breaches. An access control 
model can help to secure the data by implementing measures such 
as encryption and authentication. 
 
5.1.5. User control 
 

Users of IoT devices may not have control over the data collected 
about them or how it is used. An access control model can help 
to give users more control over their data by allowing them to 
specify their privacy preferences and access rights. 
 
5.2. Conduct 
 

Conduct a review of the existing access control models and 
technologies developed for the IoT, including both centralised 
and decentralised approaches. Several IoT access control models 
and technologies have been developed, including centralised and 
decentralised approaches. Centralised access control models are 
based on a central authority regulating access to IoT resources. 
These models are often hierarchical in nature, with the central 
authority determining which parties are allowed access to which 
resources. Examples of centralised access control models for the 
IoT include the following. 
 
5.2.1. Role-based access control (RBAC) 
 
 

This model uses roles to control access to resources in the IoT. 
Users are assigned to specific roles based on their 
responsibilities, and access to resources is granted based on their 
roles. 
 

5.2.2. Identity-based access control (IBAC) 
 

This model uses identities (e.g., usernames and passwords) to 
control access to resources in the IoT. Access to resources is 
granted based on the identity of the user attempting to access the 
resources. Decentralised access control models are based on 
distributed systems that do not rely on a central authority to 
regulate access to resources. These models are often based on 
blockchain technology, enabling secure and transparent access 
control without a central authority.  
 

5.2.3. Blockchain-based access control 
 

This model uses blockchain technology to create a decentralised 
and secure system for managing access to resources in the IoT. 
Transactions on the blockchain represent access control 
decisions, and the blockchain is used to verify and enforce these 
decisions. 
 

5.2.4. Attribute-based access control (ABAC) 
 

This model uses attributes (e.g., user characteristics, device 
properties, etc.) to control access to resources in the IoT. Access 
to resources is granted based on the attributes of the user 
attempting to access the resources. Role-based Access Control 
(RBAC), which assigns roles to users based on their job 
functions, responsibilities, and permissions, and Attribute-based 
Access Control (ABAC), which determines access rights based 

on a set of user attributes, such as job title, location, and time of 
day, are other access control models and technologies that have 
been developed for the IoT. Context-aware Access Control 
(CAC), which takes into account contextual elements, including 
the user's location and the device being used when making access 
choices, and Rule-based Access Control (RuBAC), which 
employs a set of rules to establish access privileges, are further 
options. Access control methods for the IoT have also used 
biometric-based authentication technologies like fingerprint and 
face recognition. These concepts and technologies enable various 
access control strategies and may be used with blockchain-based 
products to increase security and privacy protection in IoT 
contexts. 
 
5.2.5. Context-aware access control 
 

This model uses context (e.g., location, time, etc.) to control 
access to resources in the IoT. Access to resources is granted 
based on the context in which the user is attempting to access the 
resources. 
 

5.2.6. Risk-aware access control 
 

This model uses risk assessment to control access to resources in 
the IoT. Access to resources is granted based on the risk level 
associated with the user attempting to access the resources. 
 

5.2.7. Trust-based access control 
 

This model uses trust relationships to control access to resources 
in the IoT. Access to resources is granted based on the trust level 
that is established between the user and the resources. 
 
5.3. Determine 
 

Determine the specific requirements and constraints of the access 
control model, such as the types of IOT devices and data that need 
to be protected, the level of security and privacy that is needed, 
and the performance and scalability requirements. To determine 
the specific requirements and constraints of an access control 
model for the IoT, you will need to consider several factors, such 
as the following. 
 
5.3.1. Types of IoT devices and data that need to be protected 
 

You will need to identify the specific types of devices and data 
that need to be protected by the access control model. This may 
include devices such as sensors, cameras, and smart appliances, 
as well as data such as user information, sensor readings, and 
device logs. 
 
5.3.2. Level of security and privacy that is needed 
 

You will need to consider the level of security and privacy that is 
required for the access control model. This may involve assessing 
the potential risks and vulnerabilities of the IoT system and 
determining the measures that need to be in place to protect 
against these risks. 
 

5.3.3. Performance and scalability requirements 
 
 

You will need to consider the performance and scalability 
requirements of the access control model. This may involve 
assessing the expected volume of access requests and the speed 
at which the model needs to be able to process these requests. 
You will also need to consider the ability of the model to scale as 
the IoT system grows and evolves. 
 

5.3.4. User requirements 
 

You will need to consider the requirements of the users of the IoT 
system. This may include their preferences for privacy and 
security, as well as their need for ease of use and accessibility. 
 
5.3.5. Regulatory and compliance requirements 
 

You will need to consider any regulatory or compliance 
requirements that apply to the access control model. This may 



   
                     Mohammed Al Qurashi / Al-Baha University Journal of Basic and Applied Sciences 7 (2) (2023) 9-15                13 

 
include requirements related to data protection and privacy laws 
and industry-specific regulations. By considering these factors, 
you can develop an access control model that meets the specific 
needs and constraints of the IoT system. 
 
5.4. Design 
 

Design the access control model based on the requirements and 
constraints identified in step 3. This may involve defining the 
roles and permissions of different users and devices and the rules 
and policies for granting and revoking access. To design an 
access control model for the IoT based on the identified 
requirements and constraints, you will need to consider several 
factors, such as the following. 
 
5.4.1. Roles and permissions 
 

You will need to define the roles and permissions of different 
users and devices in the IoT system. This may involve specifying 
the types of actions each user or device is allowed to perform and 
the resources they are allowed to access. 
 
5.4.2. Rules and policies 
 

You will need to define the rules and policies for granting and 
revoking access to resources in the IoT system. This may involve 
specifying the conditions under which access is granted or denied 
and the procedures for requesting and approving access. 
 
5.4.3. Security measures 
 

You will need to consider the security measures that are needed 
to protect the access control model and the IoT system. This may 
involve implementing measures such as encryption, 
authentication, and authorisation. 
 
5.4.4. User experience 
 

You will need to consider the user experience of the access 
control model. This may involve making the model easy to use 
and understand and providing users with the necessary tools and 
resources to manage their access to resources in the IoT system. 
By considering these factors, you can design an access control 
model that meets the specific needs and constraints of the IoT 
system and effectively preserves privacy in the system. 
 
5.5. Implement 
 

Implementing the access control model in the IoT system may 
involve integrating the model into the existing system 
architecture and configuring it to control access to data according 
to the specified rules. To implement an access control model in 
the IoT system, you will need to follow the following steps. 
 
5.5.1. Integrate the access control model into the existing 
system architecture 
 

You will need to incorporate the access control model into the 
existing system architecture, ensuring that it is properly 
integrated with the other components of the system. This may 
involve modifying the system's database or cloud storage systems 
to support the model's data requirements and integrating the 
model with the system's security infrastructure. 
 

5.5.2. Configure the access control model 
 

You will need to configure the access control model to control 
access to data in the IoT system according to the specified rules. 
This may involve setting up the model's roles and permissions 
and defining the rules and policies for granting and revoking 
access. 
 
 

5.5.3. Deploy the access control model 
 

You will need to deploy the access control model in the IoT 
system, rolling it out to all relevant devices and systems in the 
system. 
 
5.5.4. Monitor and maintain the access control model 
 

You will need to monitor the access control model to ensure that 
it continues to function properly and effectively control access to 
data in the IoT system. This may involve regularly testing and 
updating the model as needed. By following these steps, you can 
implement an access control model in the IoT system and ensure 
that it effectively controls access to data in the system. 
 
5.6. Test 
 

Test the access control model to ensure that it functions correctly 
and effectively to preserve privacy in the IoT system. This may 
involve conducting simulations or experiments to evaluate the 
model's performance. To test an access control model for the IoT 
system, you can follow the following steps. 
 
5.6.1. Define the testing objectives 
 

You will need to define the objectives of the testing, such as 
evaluating the model's performance, verifying its functionality, 
or assessing its effectiveness at preserving privacy in the IoT 
system. 
 
5.6.2. Design the test cases 
 

You will need to design the test cases that will be used to test the 
access control model. This may involve creating test scenarios 
that reflect different types of access requests and conditions and 
defining the expected outcomes of the tests. 
 
5.6.3. Set up the testing environment 
 

You will need to set up the testing environment, including the 
devices, systems, and data that will be used in the tests. 
 
5.6.4. Execute the test cases 
 

You will need to execute the test cases and observe the results. 
This may involve interacting with the access control model and 
the IoT system to trigger access requests and record the results. 
 
5.6.5. Analyse the test results 
 

You will need to analyse the test results to determine whether the 
access control model is functioning correctly and effectively, 
preserving privacy in the IoT system. This may involve 
comparing the results to the expected outcomes and identifying 
any discrepancies or issues. 
 
5.6.6. Report on the test results 
 

You will need to report on the test results, including any issues 
that were identified and any recommendations for improving the 
model's performance. 
 
5.7. Deploy 
 
Deploy the access control model in a real-world IoT environment 
and monitor its performance and effectiveness over time follow 
steps are important. 
 
5.7.1. Plan the deployment  
 

You will need to plan the deployment of the access control 
model, including the devices and systems that will be included in 
the deployment, the timeline for the deployment, and any 
necessary resources or support. 
 
5.7.2. Prepare the devices and systems 
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You will need to prepare the devices and systems that will be 
included in the deployment, including installing any necessary 
software or hardware and configuring the devices and systems to 
support the access control model. 
 
 
5.7.3. Deploy the access control model 
 

You will need to deploy the access control model in the real-
world IoT environment, rolling it out to the devices and systems 
that have been prepared. 
 
5.7.4. Monitor the performance of the access control model  
 
 

You will need to monitor the performance over time to ensure 
that it is functioning correctly and effectively, preserving privacy 
in the IoT environment. This may involve tracking key 
performance indicators (KPIs) and collecting data on the model's 
usage and effectiveness. 
 
5.7.5. Evaluate the effectiveness of the access control model 
 

You will need to evaluate the effectiveness of the access control 
model in preserving privacy in the real-world IoT environment. 
 

 
6. Conclusion 
 
In conclusion, the use of blockchain technology as a basis for an 
access control model has the potential to preserve privacy in the 
Internet of Things effectively. By utilizing a decentralized, 
distributed ledger, blockchain can provide secure, tamper-proof 
storage of access control rules and user identities, ensuring that 
sensitive information is protected from unauthorized access. 
Furthermore, by using decentralized authentication, blockchain-
based access control models can allow for more granular and 
efficient control over access to IoT resources. While further 
research is needed to realize the potential of this technology fully, 
it offers a promising solution for preserving privacy in the 
increasingly connected world of the IoT’s. 
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