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ABSTRACT
This paper discusses the dynamic analysis of Android malwares by investigating
their behaviors. Although many works on the analysis have been conducted with
some levels of success, additional processes are needed to improve the accuracy of
malware detection system, due to fact that current technologies indicate that
malware attackers find different ways of escaping detection. This paper proposes an
Android malware detection system that applies deep learning model. To verify the
model and avoid the overfitting, this work performs 5-folds cross validation on a
filtered Androzoo dataset. Training accuracy of the deep learning model used in the
system was 99.40%, and the testing accuracy was 99.70%. Experiments on the rest
of 2000-labeled data (1008 benign and 992 malware) of the dataset were conducted
for the 5 folds data to measure the system accuracy via True Positive (TP) and False
Positive (FP), True Negative (TN), and False Negative (FN) metrics measurements.
Overall accuracy was 99.7%. Outstanding results indicate that this work has shown
that the permission features are useful to predict unknown malware.

© 2019 BUJBAS. Published by Albaha University. All rights reserved.
1. Introduction
Mobile malwares become new threats as cyber attackers
have taken notice that users now have moved from desktop to
mobile devices as their primary form of computing. In
addition, statistics shows that approximately 8% of mobile
users had been infected by mobile malware and at the same
time there exist more than 15 million different mobile
malware variants at the end of 2016 [1]. Nevertheless, the
mobile malware is a growing security concern, as more and
more high-value and sensitive tasks executed on mobile
devices. Among variety of ways by which different forms of
mobile malware can infect and exploit mobile devices are
attacking known vulnerabilities, permissions abuse, and
jailbroken phones [2]. This work focuses on the permission
abuse problem.
Since there were millions of mobile malware variants, it is a
big challenge to detect the malwares accurately. This work
incorporates a deep learning approach to analyze dynamically
[3] the behavior of malwares on permission abuse with the
aim to detect the malwares accurately. Thus, improving the
accuracy of Android malware detection.

hidden layer of a neural network to process features, and
generally, each layer extracts some pieces of valuable
information in order to provide more detail and accurate
prediction, especially in image processing. Many works on
mobile malware detection using deep learning technique,
however, the works do not take into account the over fitting
issue.
This work uses convolution neural network as a deep
learning model to detect mobile malware (adopted from [19])
and takes into account over fitting issue. A 5-folds cross
validation is used in order to obtain the best model.
The author organizes the rest of this paper as follows. Section
2 provides related works on mobile malware detection using
artificial intelligent techniques. Section 3 discusses the
proposed detection system. Section 4 describes the
experimental setup, results, and discussion and finally,
Section 5 concludes the work.

2. Related Work
2.1. Deep Learning Neural Network

Deep Learning or Deep neural network is a sophisticated
form of Machine Learning. It consists of multiple layers in
* Corresponding author: Department of Computer Engineering
and Science, College of Computer Science and IT, Albaha
University, 65451Albaha, Saudi Arabia.
Tel.: +966 53 509 9971.
E-mail address: meid@bu.edu.sa (M. E. Alzahrani).
1658-7537/© 2019 BUJBAS. Published by Albaha University.
All rights reserved.

Typically, Artificial Neural Network (ANN) has multiple
layers: Input Layer, Output Layer and Hidden Layer in
between and each layer may have composed by many
artificial neurons. The deep learning terminology considers a
neural network that consists of multiple hidden layers. The
main advantage of a neural network is that it could
automatically learn the features from the raw data to perform
the detection mission. The conventional machine learning
methods has limitation, which manually crafts features from
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the raw data. In this case, the security expert analyzes the
malicious apps and extracts the relevant features, manually.
Then the features will be fed to a classifier to yield a learning
model [4].
This paper takes into consideration the Android malware
detection with automatic representation learning. To achieve
this aim, this work leverages deep learning techniques [5] and
focuses only the permission abuse behavior to detect malware
and attribution with automatic feature extraction.
2.2. Mobile Malware Spreading
The three famous mechanisms/ways that malware spread and
infect other mobile devices are as follows [2].
- Permissions abuse: Malwares can get on mobile devices
by asking for more permissions than what they needed
and users grant those permissions.
- Attacking known vulnerabilities: This is possibly the
most obvious form of attack. Attackers simply go after
known problems announced. The issue is that users
update their mobile operating system much slower than
the attackers put out mobile malware.
- Jailbroken phones: The vast majority of malware and
malware-integrated apps are from the third-party app
stores.

relationship between sensitive permissions, system functions,
and sensitive APIs. The combination of system functions
used to describe the application behaviors and construct
eigenvectors. Based on the eigenvectors, the authors compare
the methodologies of naïve Bayesian, J48 decision tree and
application functions decision algorithm (AFDA) taking into
account effective detection of malicious Android
applications. The authors claim the Androidetect system has
a better performance compared with the related works,
concerning false positive rate (FPR) and Accuracy.
Karbab et al. [19] propose MalDozer, an automatic Android
malware detection and attribution framework that relies on
sequences classification using deep learning techniques.
Starting from the raw sequence of the app's API method calls,
MalDozer automatically extracts and learns the malicious and
the benign patterns from the actual samples to detect Android
malware. MalDozer can serve as a ubiquitous malware
detection system that is not only deployed on servers, but
also on mobile and even IoT devices. The authors evaluate
MalDozer on multiple Android malware datasets ranging
from 1K to 33K malware apps, and 38K benign apps. The
results show that MalDozer can correctly detect malware and
attribute them to their actual families with an F1-Score of
96% to 99% and a false positive rate of 0.06% to 2%, under
all tested datasets and settings. Table 1 summarize works
related to the proposed work.

2.3. Intelligent Mobile Malware Detection Systems

3. Proposed Detection System

Research works on survey and development of mobile
malware detection are carried out [6-14]. Researchers start to
use machine learning for malware detection [15-18]. Firdaus
et al. [15] use genetic search as static analysis. The genetic
search requires a minimum number of features to classify
malware. They use five machine learning classifiers:
functional trees (FT), Naïve Bayes (NB), J48, multilayer
perceptron (MLP) and random forest (RF). Their experiment
results show that FT gave the highest accuracy (95%) and
true positive rate (TPR) (96.7%) with the use of only six
features.

3.1. The Androzoo Dataset

Zhang et al. [16] propose a machine learning based approach
named Androidetect to detect malicious mobile malware
Android applications. Their approach first analyzes the

AndroZoo comes from the Android Applications, which were
sourced from several sites such as the official Google Play
app market. It contains 5,416,421 different applications. Then
70 of different Antiviruses analyze each application to
distinguish them as malware [20]. The Sha256 cryptographic
hash function is used to create the dataset. The method of
application behavior description, process injection
technology and Hook technology are combined to extract
features from different types of Android applications
including instantaneous attack behavior. The dataset is in
Comma Separated Value (CSV), which can be read by MSExcel software.

Table 1 Summary of related works
Ref. No.
1, 2
3
4,5, 21,
24

Topic discussion
Malware in general
Survey on malware in general
AI, Machine Learning, Deep
Learning, Convolution Neural
Network

6,15,16,
27

Malware detection using
Androzoo dataset

10,11,12

Android malware detection
User behavior based Android
malware detection
Static analytic Android malware
detection
Machine learning based Android
malware detection
Deep learning Android malware
detection
Deep learning in other
application domains

13
14,15
16,17,18
19
21, 22
20

Androzoo dataset creation

Pros.
Give general insight of malware
Comprehensive survey paper
Provide a background knowledge on AI, ML,
DL, CNN
The use of Androzoo dataset benefits the author
to compare indirectly the performance
(accuracy).
Obfuscation-Resilient Detection [27]
Provide a good accuracy on the detection

Cons
-

Some of the works do not consider
over fitting issue.
Do not consider over fitting

Attempt to improve accuracy of detection

Complicated

Provide good accuracy on detection

Static analysis, not suitable for
mobile malware

Implement machine learning and provide better
performances
Implement deep learning and provide better
performances
Gives idea on how to implement deep learning in
real world applications
Provides understanding on the benchmark data
for Android malware to be used for supervised
and unsupervised learning.

Require computational resources
Require computational resources
-
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As mentioned before, this work focuses only on the
permission abuse. Table 2 depicts some classical sensitive
permissions. A preprocessing is performed in order to create
a dataset for this work. The data preprocessing creates a
dataset contains 12,000 rows of data, and 120 attributes
(columns) that represent the permission requests. If a mobile
app tries to access the permission, it will record with value 1,
otherwise the value is 0. The data are labeled as ‘malware’ or
‘benign’. Section 3.2 provides detail of the preprocessing.

3.3. Data Preprocessing

Table 2 Some classical sensitive permission.

3.4. Convolutional Neural Network (CNN)

Permission
Permission description
Name
Android.permission.Call
Phone allows the program
Make a call
to enter a phone number
from a non-system dialer
Android.permission.Internet
Access netaccess network connections,
works
which may generate GPRS
traffic
Android.permission.SEND
Send text
SMS sends text messages
messages
without user confirmation
and consumes costs
Android.permission.READ
Read
CALENDAR allows the
schedule
program to read the user’s
schedule information

Module

Classification

Telephone Security

Networking

Security

Send
messages

Security

Schedule

Privacy

3.2. The Deep Learning Component
Figure 1 shows the overall architecture of the proposed
method. The architecture consists of three main components:
data preprocessing, cross validation, and the CNN.

A preprocessing module performs feature extraction from
Androzoo dataset [20] to produce a matrix of 12000 x 150
(12000 data of different variant malwares with 150 attributes
of permissions). Figure 2 depicts the preprocessing code in
Python [24] and Fig. 3 exhibits the partial snapshot of
permissions as features of mobile applications filtered by the
preprocessing.

This work uses Convolutional Neural Network (CNN) as the
deep learning model and KERAS, as open-source neuralnetwork library. Keras is a high-level API, written in Python
and capable of running on top of TensorFlow [23]. The layers
in the CNN process the input data and produce different
outputs, depending on the type of layer, which are then used
by the layers, which are connected to them. The structure of
the CNN is as follows.
- Dense layers or fully connected(FC) layer, since each
node in the input is connected to every node in the output,
- Activation layer which includes activation functions (this
work uses ReLU as activation function),
- Dropout layer – used for regularization during training,
- Flatten, Reshape.
Besides these core layers, Keras also provides some
important layers such as:
-

Convolution layers – used for performing convolution,
Pooling layers – used for down sampling,
Recurrent layers,
Locally-connected, normalization.

This work adopts the CNN architecture from [19]. The first
layer is a convolution layer with rectified linear unit (ReLU)
activation function (f(x) = max(0; x)) [21]. Then global max
pool and connect it to a fully-connected (FC) layer. Notice
that in addition to Dropout [22] used to prevent overfitting
and utilize Bench normalization [22] to improve the results.
Finally, the CNN has one neuron output layer, for the
detection. Table 3 shows the attributes of the CNN
architecture.
Table 3 Attributes of the CNN architecture.
Layers

Options

Convolution
MaxPooling
FC

Filter:120, filter size=3
#Neurons=60, Dropout=0.5

Activate
function
ReLU
ReLU

3.5. Cross Validation and Performance Evaluation
Cross validation is a technique for evaluating machine
learning models by training several machine learning models
on subsets of the available input data and evaluating them on
the complementary subset of the data. Cross validation will
be used to detect overfitting, i.e., failing to generalize a
pattern.

Fig. 1 Overall architecture of the proposed system.

The k-fold cross validation method is usually used to perform
cross validation. In k-fold cross validation, the input data is
divided into k subsets of data (also known as folds). Then,
train a machine learning model (k-1) of the dataset subsets,
and then evaluate the model on the subset that was not used
for training. This process is repeated k times, with a different
subset reserved for evaluation (and excluded from training)
each time [25].
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import os
import csv
import androguard
from androguard.core.bytecodes.apk import APK
os.chdir("D:\\amd_data")
os.getcwd()
for f in os.listdir("D:\\amd_data"):
if f.endswith(".apk"):
print (f)
name = f
a=(f)
per=a.get_permissions()
lib=a.get_libraries()
print(lib)
print("\n")
data=[[name],[per]]
with open('output.csv', 'a', newline='') as csvfile:
writer = csv.writer(csvfile,delimiter=",")
writer.writerow(data)
with open ("D:\\amd_data\output.csv",'r') as file:
reader=csv.reader(file,delimiter=',')
for row in reader:
try:
perm=row[1].split(",")
set1=set()
for col in perm:
elt-col.split(".")[2]
set1.add(elt)
print(set1)
if "MOUNT_UNMOUNT_FILESYSTEMS'" in set1:
a=1
else:
a=0
if "WRITE_EXTERNAL_STORAGE'" in set1:
b=1
else:
b=0
if "WRITE_CONTACTS'" in set1:
c=1
else:
c=0
data=[row[0],a,b,c,d,e,f,g,h,i,j,k,l,m,n,o,p,q,r,s,t,u,v,w,x,y,z]
print(data)
print("\n")
with open('binary.csv', 'a', newline='') as csvfile:
writer = csv.writer(csvfile,delimiter=",")
writer.writerow(data)
except:
print("there is something wrong"

Fig. 2 Python code for feature extraction from Androzoo dataset.
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Fig. 3 Partial snapshots of Android permission features.

5

M.E. Alzahrani / Albaha University Journal of Basic and Applied Sciences 3(2) (2019) 1–6

There is a bias-variance trade-off associated with the choice
of k in k-fold cross-validation. Typically, given these
considerations, one performs k-fold cross validation using k
= 5 or k = 10. These values have been shown empirically to
yield test error rate estimates that suffer neither from
excessively high bias nor from very high variance [25].

Table 5 Accuracy results using 2000 testing data.
Fold-k

4
2
0
9
1

2
2
0
1
3

990
990
992
991
989

0.6
0.5
0.4
0.3
0.2
0.1
0.0
0

20

40

60

80

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 = 𝐹𝑃𝑅 = 𝐹𝑃/(𝐹𝑃 + 𝑇𝑁)

(2)

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (𝑇𝑃 + 𝑇𝑁)/(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁)

(3)

1.00
0.98
0.96
0.94
0.92
0.90
0.88
0.86
0.84
0.82
0.80

Table 4 shows the results of training and testing during the
cross validation process. From Table 4, the average of
accuracy performance of the CNN is 99.66% (in training) and
99.54% (in testing).
Table 4 Cross validation results.
Fold-k
Training Accuracy
k=1
99.6%
k=2
99.7%
k=3
99.5%
k=4
99.8%
k=5
99.7%

Testing Accuracy
99.6%
99.6%
99.4%
99.6%
99.5%

The best training and testing results is shown in Figs. 4 and 5,
respectively. It can be observed that the accuracy during the
training is achieved after 160 epochs.
4.3 Accuracy Results
Then the trained CNN are tested using the last part of the
data, which has 1008 benign mobile applications (.apk) and
992 malwares. Table 5 shows the results.

Train accuracy

(1)

4.2 Cross Validation Results

99.7%
99.8%
100%
99.5%
99.8%
99.7%

0.7

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 = 𝑇𝑃𝑅 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑁)

This work uses high-end PC with the following
specifications. CPU: VPS 2 core, 8GB RAM, and 512GB
SSD storage. Software used are: Python Version 3.5.1, Keras
and Tensorflow utilities/libraries [23].

Accuracy

0.8

Fig. 4 The best training accuracy.

4.1 Hardware and Software Specification

FPR
(%)
0.4
0.2
0.0
0.9
0.1

0.9

Equations (1-3) measure the sensitivity, specificity and
accuracy of the detection.

4. Implementation and Results

TPR
(%)
99.8
99.8
100
99.9
99.7

TN

1.0

Train accuracy

- True Positive (TP), measures the number of successfully
detected malware
- False Negative (FP), measures the number of incorrectly
classified malware
- False Negative (FN), measures the number of incorrectly
classified benign
- True Negative (TN), measures the number of successfully
classified benign.

FP FN

k=1
1004
k=2
1006
k=3
1008
k=4
999
k=5
1007
Average:

This paper chooses k=5 (5-folds) cross validation. Thus, the
permission features dataset that contains 12,000 entries are
divided into 6 parts (each of 2000 entries). 5 parts (folds) are
for cross validation process and the last part is for testing on
the trained CNN model.
The performance of the proposed malware detection system
is evaluated using the following metrics:

TP

0

20

40

60

80

100

100

120

120

140

140

160

160

180

180

Fig. 5 The best testing accuracy.
The accuracy detection is compared with methods that also
use Androzoo dataset as shown in Table 6.
Table 6 Comparison of the accuracy.
Algorithm
Lightweight detection
Dynamic Simple logistic regression
Bio-Inspired Algorithm
Machine Learning

Accuracy
95.0%
99.5%
95.0%
97.0%

Ref./Year
[27]/2016
[15]/2018
[7]/2018
[16]/2017

4.4 Discussion
The promising results in this work are because of the
preprocessing part that filters well the attributes related to the
permission abuse. In addition, the cross validation process
also contributes to the improvement of the results.
5. Conclusion
This work uses permission abuse as main criteria for
detecting malware variants. Overall, the dataset has 352
attributes, and this work only considers the permission abuse,
then thru a preprocessing 120 out of 352 attributes on
permissions are selected. The best TPR of detection results
was 100% for fold-3. The average accuracy result is 99.7%.
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The detection method outperforms other existing methods
due to of the method successfully avoiding over fitting issue.
As future work, author plans to improve the preprocessing
module and to increase the number of attributes.
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